Perfect & simple perimeter protection through Fiber Optic Mesh Intrusion Detection System with fence skin concept

FOWiGuard

1 No false alarm due to environmental effects

8 |00% detection of intrusion without being defeated by an intruder
s Pinpoint the intrusion location

1 Negligible Maintenance

8 Applicability not limited by terrain conditions or fence types
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Innovative Fibor Optic Security & Sabuty Systom Manutacturer
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I FOMGuard - Fiber Optic Mesh Intrusion Detection System

Overview

« The FOMGusr IMnsion delochion systsm, surrounding and protecting important facilities, stinll detect infrusion by gananiting audble alarm
and pinpoinling an intrusion spat on o display map within + 15 m accuracy. FOMGean is based on Fibor Optic Mash Sensod and Optical
Radar Technology, The OSWNOpica! Sensing Unit) injects Infrared Laser pulses ino Fiber Optic Mesh and it detecls Oplical echoss of the
Inérared Laser pulses caused & backscatiened by a culling or excess foroe when an inftuder puls o cul off the Foer Optic Mesh. Thr ACS
:mmmusm}MBmmummmmcanlwwr-ammmmmmuwmmmnum;rmmnn

= In wary 1996 under Technical Business Incubating Problem of Korea Ministry of Industry and Resources, President Youn Bae, teamed with
foy engineers in Compuier Engineening & Oplo-Electronics, foundod Potantial Oplo-Elscironics Ca., Lid. The compiny narmi wiks changed o
Fitsartron Co., Lid. in lale 2000, He graduaied from Koma Military Acadeny (Korsa Wes! Point) in 1069 and served as security guard officer
along Korea Beddaring (DME) for two yoars, Ho wies selecisd by Korean Amy Spocialist Education Program io major Physkcs lor eight years
from B.5, a1 Seoul Hational Liniversfy snd M5, al Koea Advanced Instifite of Science and Technology (KAIST) 1o PhD. at Unhersity of
Soulham Callormia n Lot Angeles o 1981, Themeadior he invented Fiber Optic Perdmatar Infrusion Detection System and staned devaloping
1mspmutwummuw.mmmmmummmhhmmmmummnmmnm
in 1985

s anmnwamuw:pmcmdmtml.wndndmmuﬂwmwFDMEu.m.Intw?balmumhllnﬂhﬂﬂlh.ﬂrmuﬂ
was throughly tested and evaluaied and cariied as “NT Certificale” by Komea Testing Instiuie which meens new and supert over any athar
axising prodocis

« One monih aber leror disaster on September 11, 2001, sleven expeits and offcials from US Pentagon FCT (Foreign Comparative Testing)
visded for testing FOMGuard opemting sysloms al Incheon Inf' Alport and LG-Callox Gas Resendor and reponed it mputing thes systom as
“Marveious products”. Fod th firs! case among Asian products, US Congress funded USSS00K for 1asting and lested fo gel succeeded unti
Ocsober 2004 ince nsialied oi Eglin Aidores Base in Apil 2000 In August 2003, six socurity speciaists from Singapos Mitary and Polion
mmmwmwwummw.

« Since and 2004, FOMGuUand was awarded 1o protect Middle East important facilities mchading Saud O Plants, Singapore Top Gowemmaent
Facilties and Japanese Nucloar Facilitios replacing other sensors such as FO vibration sensors, tautwine sensors, E-Filds and IR sensors.

« FOM Guard offers a unique soluion thal provides 100% Rl proof detoection of intrusions frem dgging 1o climiing over fonces applicable
umilimitacity by barrain condiions and fence fypes without the concern of false afarms. IE B madmom cost-benell sohiton 10 profect Impoaant
fncilflies speh as pir force basos, aivporis, missile sies. nuclear power plants, gasioilwaler reservoirs, eleciric power plants, miltary
headquaners, miltary sites, palaces, jewelngsemiconducion laclones, |ails, National Insifules. bordess, VIP mesidentinl arehs eic BEaing
highly brained nbruders Such As spies, berorists o guarias,

I Perimeter Security by Manpower to be Reformed by Technology !
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E FOMGuard Operational Performances Specifications, typical

s Intrusion Detection and Alarm Performances;

» The syslem shall detect 100% intruders’ cutting through the FOM or climbing over FOM top by excess force
larger than 10 - 20 kg.

= Vulnerability to defeat (VID) : The system shall nol allow any hidden intrusion attempis such as silent
cutting, slowfast movements, crawling, jumping over or disassembling FOM by using commercial tools
without being detected,

Tmprortance of ViR © PIDS vulnerable o defeat by intnider becomes of mo use like o fsding net laving holes through which
capured fishes escape or like an insarmee which does not cover actual accidental cases,

+ Intrusion location : The system shall locate one intrusion per optical port of OSU within +=15m accuracy
{5m system amor + 10m installation arror).

Imgemtance of Location Accumacy @ Location accuracy within = 1 5m is necessary beciuss human eyes us well as CCTY Comerns
have visibe mage of 30m. IT OCTV Cameres interfoced with PIDS which is anable to pinpoint an intrasion kecastion, CCTV
Cameras should be placed at i spacing double of the unit sensing soncitypically at 200 m spacing when the unit sensing 2one is
100mY,  FOMGuard can extend CCTY Camern spacing updo <00m by placing the cameras ai sclected bocations with direat lime-of-
sight such that the cumerns tum to aim ol the intrusion spot upon the reception of the accurste location dsta from ACS. This may
reduce COTV system cost by as moch as FOMGaend cost itself.

= The intrusion alarm / action event data shall be automatically logged in the system memory and be
displayed / printed upon keyboard contral,

« The system shall provide additional input ports for wireless sensors (IR sensors, Microwave sensors) in
emply spaces such as gates, roads elc, exempting their own controller.

= Environmental Characteristics;
+ The systam shall be immune (o all kinds of environmental effects such as
{1) electricity( EMI, power lines, lightning, electrostatic etc),
{2) water (rain, snow, haze)
{3) vibration (wind, storm, sound, vehicle vibration)
{4) neighbaring (blowing debris, birds, vegetations, sand storm, dust, poliution etc)
(5) operating temperatura : -40°C - + 750

« The system shall be affected neither by parimeter geometry nor ground instability.

« The system shall show false alarm less than 1 time per km for three months and shall have a 10 year life-
time guarantes with proper maintenance.

Importance of no false alarms : PHS i 1o detedt very e intrusions. (approsimately one intrusson per year) PIDS giving frequent
false alorms will be b by the operator and shandoned. In the ce of the Tacgo Subvway Station Fee Disster which occummed
on Feb 18, 2003 pnad Killed nbsout 2000 people and injured aboug 300 peaple, the cosualties sharply increased becmese the security
officers o the main contml center ignored the fire alarms due 1o frequent Talse alarms in te past,

= Maintenance;
« The Fiber Oplic Mesh can not only bypass unwanted areas where other sensors are employed but also be
instalied exactly fied (o gates without any additional electronic equipment.

+ The broken FOM can be either directly repaired or column-replaced using commercial splicing tools by
trained persons.

« ACS can display OTDR patterns of FOM to check Optical lossfaultbreak by keyboard contral without
disconnecting the Separation Fiber Optic Cables.
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I- FOMGuard Description I

= A permeter as lrge as 2km x 3m can be

controflied by an ACS al the MCC (Main Control
Cenlar). A lamger area can be delected by a
number of OSUs each covering an area ol 2km x
3m, which are connected 10 and controlled by an
ACS at MCC via FOCC (Fiber Oplie Control Cabile)
rermiataly.

An unit facility with a perimeter uplo 2km x 3m can
be controlled by an OIA (Optical Intrusion Alarm)
which is a simple desk-top version of ACS/OSL.

ACS can be ineraced wih CCTV to awomaticalty
detect the intrusion spol and be ineraced with
Waming or Access Control and be communicated
and integrated with other senvers,

FOMGuard is virdually false alamm free because ol
tha following:

(1) immunity to all kinds of emvircnmental effects
such as water, olectricity, vibration, neighbors as
well as atmosphoric temperature and (2) a
neghgible amount ol electronic equipment outdoors
which & affected by waler, efectricity and
temperature.

FOMGuard i applicable in any one of three
installation types: (1) overaid to edsting lences, (2)
free-standing or (3) over a wall. Therelore, it is
unlimited by terrain conditions and fence types.

Intrusion by digging below the fence can be
detected by Grooved Rods, which are fived to FOM
and stuck underground. The grooved rods trigger
alarms when pulled out by an intneder,

FOMG ) fleciive anli-dions
measures depending on terrain conditions: (1) FOM
boltom fixed 1o the top ol Grooved Rod on saoll
base, (2) FOM botlom fixed to tha top of Grooved
Rod amnd BFOSC (Bured Fiber Optic Sensor
Cable) fixed to the middie of Grooved Rod on sand
base and (3) FOSC (Fiber Optic Sensor Cable)
weaving between FOM boltom and rock base.

FOM s fixed 1o the lop and bottom ol the fence
frames with special ficures, which does not allow
any ntrusion without being detected.

FOM is instaBod 1o gates or can be by-pass
unwanted areas or surround security guard posts.

For an open gale, field sensors (IR Sensors of
Microwave Sensors) can be placed and also
controlled by ACS which replaces the field sensors’
existing controliars.

Broken FOM can be repaired using commaercial
splicing tocls In either direct repair or column
replacement without any difficulty,

l FOMGuard Hardware Specifications I

1. FOM-HM (Fiber Optic Mesh)

« Environmeniad charactenstics :

« Operaling temperature : -30°C  ~ +75°C

« The cable diametercolor | 3mmyblack

+ Oplical fiber grade ; 125,a mullimoda

= Meash Width : H metars

« Cell size : 85cm below 1.5m height, 90-120cm over 1.5m, typical
+ Litatime ; over 10 yrs with proper maintenance

2. OSU-nP (Optical Sensing Unit)

« Sensing coverage per Optical port : 3m x 250m lor break,
3m x 200m for excess force stronger than 10-20kg,

+ No of Oplical Porls 1 n

+ Fiber Optic connector type : FC multi-mode

+ Dimension : 177 x 483 x 300mm

« Weight : 10kg, typical

+ Operating condition ; indoars, inside shelter for ouldoors

« Power ; ACZ20V £10% 50/60Hz,
TOWait for OSU-2P, 250Watt for OSU-BP

3. ACS-nP/kT (Alarm Control Station)
+ Operation mode : Normal, Test, Emergency, Setting, Stop
« Sensing mode : culling , excess lorce | selectable
« Location Accuracy - 4 15m error
+ Mo of Cptical ports © n (uplo B),
Ma of faminals : k OSLUs (upto 64 typical)
« Extemal connection port : PC interface
+ Fiber Opiic lest funciion : semi-OTDR
« Auto-logging ; alarm, action, status, setting value etc
+ Manitor : 17" color
« Communication port : RS232C/R5422/A5485]optional]
« COTV imerace : ONIOFF or other customer requiremant
« Acceplable outpul devices @ warning lighl, signal phone
» Acceptable input devices : IRMW sensor, shock sensor
« QS : Window XP
« Dimersion : 195cm x 60cm X 75om /150cm x 60cm x 75cm
« Operating condition : indoors
« Power : AG220V + 105 50/60Hz, 400Watl approx

4. DIA[{Optical Intrusion Alarm)

» Dperation mode © Mormal, Test, Emergency, Setting, Stop
« Sensing mode : cufting , axcess force | sslactable

+« Location Accuracy : +15m,

« Mo of max optical ports : B

+ Aulo-logging : atarm, aclion, sfatus, setting value etc
« Monitor : 5.7 LCD ,

» Dimension : 45¢m x 16om x 35¢m

« Weight : 10kg, typical

« OS5 : Window XP

+ Operating condition ; indoors

= Power : ACZ20V +10% 50060Hz, 100Watt approx

5. Accessories

+ BFDC{Separation Fiber Optic Cable) : 3 ¢ MM 1core,

+ BFOSC{Buried Fiber Optic Sensor Cable) - 3 # MM 1come
+ FOCC{Fiber Optic Control Cable) : 3 4 5M 1core,
repealeriess spacing upto 70lom

Extansion Bar : 38x6t, S45C or 20010, SUS

« Top Transducer : 60 x 140 x 50, S45C

« Concrate Fodure ; 22 ¢x 40, S45C

+ Short Grooved Rod : 19 ¢x B0cm, S45C

« Long Grooved Rod : 19 ¢x 120cm, S45C
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l FOMGuard System Diagram I
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FOMGuard Diagram at an Airport
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FOMGuard/IR Sensor/CCTV/Warning/Access Control

IPSS(integrated Perimeter Security System) Diagram at an Airport
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I- Fiber Optic Mesh Installation Types I

Fig. 1 FOM over Wall
Intrusicns by climbing over
any wall, even a 6m high
wall with a rope can be
detected by 1m FOM over
a wall,

Iro Miesh

Conergbe Fixtum Gaooved Fod

27 ojx 40 T oo Blcm

Fig. 2 FOM to existing Steel Fence on Soil Base

For the existing standard Steel Fence of Y-shape with 23 m height, FOM shall be overlaid 1o the entire surface from bettom 1o
aither. a 70cm extension to detect penetration and climbing over or 1m extension to detect upto chmbing over by using a ladder,
FﬂMmummmmmmmmmdmmlmWMIMMMFMMTWTW.
To protect against digging on soil base, pul shon grooved rod (B0cm) undergrownd al 30 om spacing. FOM botlom shall b fied to
ther top &l the short grooved rod 10 delect being pulled out by an nbuder. Intrusion by digging deeper than 80cm underground
without being detected is almost impossible for an infruder. Buried Cable Sensars (H-Field, Leaky RF Cable, Vibration and Prassure
Sensor Cable) are ineffective against digging due 1o false alarms and poor reliabdity, The sensifivity ol those sansors severaly
dagrades in rainy or humid condifions and surtace thickness non-undormity, For example, a leaky RF bunied cable which is busied
10 em undemeath he ground is of no use in case of a karge perimeter, The sensilivity of the cable sevarely degrades by the
presence of other objects (trashes o grasses), water{rain and snow) and surlace hardness variation due to lemperature changa,
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Fig. 3 Standing-free FOM Fence on Sand Base

Instaliing FOM without a fence or Y-frames reduces cost compared o installing FOM 1o a standard steel fence without degrading
detection capability. Standging-free FOM with 3m height shall detect penetration and climbing over even il an reder wses a ladder,
which is equivalent (o 3.3m FOM overaid o the existing fence. To delay intrusion to aflow the time required for the security guards
to reach the intrusion spot after alamm by ACS, it is recommended 1o pul & number of concertina rolls inside the free standng FOM
fence. When inslalling 8 FOM lence, pul steel posts (S0x50x5 angle) typicalty at 4m spacing and aftach 3m FOM and fix the top and
bettom of the FOM with spocal fixtures (Concrete Fixture and Top Transducer), Against digging sand base, embed & long grooved
rod (120cm) undemeath the ground al 25cm spacing. FOM botiom fixed 1o the top of the long grooved rod and FOSC{Fiber Oplic
Sensor Cabla) fixed to the middle of the long grooved rod belore bused shall detoct an intruder’s pulling out the leng grooved rod or
liftiregy it upward 1o sneak below the FOM boliom. An intruder being aware of the FOMGuard measure should construct a tunnet
below 120cm underground, which s almost impossible (0 do wunder intruder conditions.
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Fig. 4 Standing-free FOM Fence on Rock Base

Thir rock base naturally ollers a good anli-digging delement like the concrete base. Standing-free installation on rock base is betler
than FOM to steel fenca in Both detection capability and cost. Usually, rock base surfaces are not flat leaving holes botwesn the
FOM bottom and rock base surface for 8 human body 1o pass through, This case can be biocked by weaving additional FOSC
betwean the FOR botiom and rock base surface with mare Concrote Fidures (at 1m spacing for examgple.)
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I Review of various PIDS (Perimeter Intrusion Detection

« There are about forty known PIDS products over the world
being classified nlo four categanes accordng 10 he sensor
lypes: - Fiedd Senscrs, Vibration Sensors, Taulwire Sensors

and Fiber Oplic Mash Sensors.

The first two have a configuration of 1-dimensional Elecio-
Magnetic field sensor or a cable sensor while the latler two

hawve 2-dimensional array configuration.

+ However, each quality of the vanous PIDS systems is nol
acknowledged by chents as it is and there ara two reasons
why the clients are not aware ol the quality: (1) It is difficult for
the clients to evaluate the perormance of the PIDS systems
bafore using them for a long time and (2) the clients are
raluctant fo disclose the actual quality of their own sacunty

systems 1o others,

products l

System)

= Israslh newspaper (Yedol Achronot daled 8/19/1987) reportad
that ihe tautwire system installed along Israeli borderfing never
datacted 364 intrusions in 1996, Some intruders, after being
amestad, demonsirated how to easlly defeat the tautwire
syslems to Isragli Army officers.

« The tautwire system at the Karean Airport with a perimeter of
5.5km was reported by both Horean newspaper (Chosun
9/8/2001) and Korea National Congress as obsolete because
the syslem gave frequent false alarms upto 900 limes per day
and it caused the securily guards to switch off the system al
midnight.

« A fiekd sensor al Muclear Power Plant with 2km fence in Korea
was reported 1o be unable o sense slow movement at Smimin
and to give false alarms uplo 10,000 times per day. The field

In Now., 1985, Korea Mational Inspection Department reported sensor was replaced by FOMGuard in 1998 and thare has

no successiul case aftor lesting all operating PIDS systems
such as lautwires, vibration cable sensors, buried cable
sensors, 1A sensors and microwave sensors af thineen
important national facilibes, but before lesting, most of the
security officials of tha facilites told the inspectors that their

syslems ware working propery.

Fig. 5 Vibr Sensor Cable System Diagram

SFOC

Fig. & FOMGuard System Diagram

been no false alarm reported since then,
Thera are mary other failure cases of the various PID
sysiams,

« Israeli Fiber Optic Mesh systems also have vital defects which
are unable to detect infrusion whan an intruder opens plastic
cross-over buttons, Bfts up the bottom and lays down he top
suppaorts. And the systems might make severe false alarms by
rain, wind, lightening, EPIEMUpower lines because they use
lots of etectronic equipments ouldoors.
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Comparison between FOM Guard and

Vibration Cable Sensor Systems

« Figs. 586 Introduce typical dagrams of FOM Guard and Fiber Opltic Vibration Cable Sensor
systems. espectively, In FOM Guasd, the ACS [Mamm Control Stafion) ot MCC (Maen Control
Cortel} injects infrared Laser pulses into Fiber Oplic Meash and & operabos B o Aadar to
dalect intrission, In case of seeing optical echoes due jo mtruder defurbances such A% culling
of deceEshve foecea, [he Syshom pinpoints intrusion spol on s monior displayy map within 16m
BCcuEcy gensmdng vsibie and audible sam.

In Vibealion Cable Sontor, a sensor cable s altachod 1o fence mesh (iypically chaln fink
mesh). One and must bo connected 1o 8 Transmission Processor and the other end
connacied to A RecopSon Processor, which is connocted |o and conteoliod by the ACS at
MCC 1o determing intrugion Trom the received signal dislurbances dup 1o vibration/shock
crmatng by cutting Bhe ferce mesh or cimibing the fance and it delacts Ihe inrusion Jone of
100 generaling visible and audible slam. Processor spacing delamines the length ol e
detacting roms and Boruricy.
« Cithee sysiems detect intrusion location by 100m unit hpcaty whils FOM Guard has 15m
PRI JCCUTACY.

Along 2m fence, Cablo Sonsor systems: puf 20 Electronic Devices (Processors, Poweds) ol
100m spacinyg o defect Intrusion location with 100m sccuracy bul those electronic devices
calsa malhnction by kghtenmng, wabés and highdow lompaatune with dificully in maintenance
ke FOM Guand has no slectonic dovicens ouldoom.

+ Cable Sensor genemies fecuent el alamm due to sirong wind, vehiclafimiana vibration,
thunder but, snce FOM Guaed &5 complabaly Fmmung ko vibeasonishack, it i free lrom such
falsa alarms

«A number of recenl Cably Sonsor Sysiems mlying on Sensitivity Conlrol degrades in
detaction rellabilty at wind. The cable sensor sysiems using Evert Count (EC) and Time
Window (TW) will be defealed by siow or fus! movements bayond the values el by Ihe
oporalor, Wien EC = 40 and TW = § are sal against penctrabion of cutling 40 pearts af @ 5
second rierval, I won't detect cutting 33 poinds o culting al an inlenal of § soconds

«Amy Vitesbon Sensing System bocomes usoless mgainad sient culng. With a cufize having
bt bimdes with o dip al the cender, an minader can cul the fence mesh wahoul creating
viralion or shock. N is ke cuming cheese with 8 knife without aevy wvibration. Tho tests in
Korea Addoren #20 Basa in November1599 in Alr Force and Incheon Infl Airport in May 2000
shows that the mos! advanced) Vileabon Sensor System instaliad in 8 10m sector did nol
oelect tast cimbing and slent cutfing and | emated sevaral nise alarms dus 1o whratons: of
mrcradis.

« Oiar systeims have 104 (ninmsion Detection Level) of 2m (0 - 2m) hesght while FOM Guard
has IDL of 4.5m {-1.8m - 3.3m) height.  Vibeation Senaor Sysiems delect inbrusions with the
heght beval of 0 - 2m and do nol delect an intruder’s dimbing over 2m or digging
uncergiourd. Bured Cable Sersors (H-Feld, Leaky AF Cable, Vibration of Pressur Sansor
Cabia) ane ineBaciive agains!  digging and they ciuse fake alarme with poor relabity. The
pensing cagabiity ol those sensors seversly degrades at rain, humidly and suritaco Fuckness
norundomity, For exampée, @ keaky RF buned cables b be buned 10 cm undemeath e
ground ase practically of no offect due ko presence of othar obsects (ashes or grass), water
{rain and snow) and sudace hardness varation caused in case of large pedmeiar, The
senaihily saverely degrades by the presence of olher otyécls (Irashes of grass), waler(iin
e Bnow) and sorface haminess vanaton dud o lempemndumn change

« Instafling Microwae Sensors in combination with Vibration Cable Sansor doas not ovescome
{he limitabons merfioned abows, Thi combination sensors might enhance defection probablity
within 1ha same 10L of 2m (0 - 2m] bt € stll can nol debec! dggng underground and
chmibing tvesr 2m with doubling of false alams, marienano problems and iINctease in cosl.

«CETV Cameras interfaced with wibrabion sensots shall hive dead rong.

The site uses CCTV Camens lof b puposes. The PET camenss shall be pul bo walch
feeward or surounding of the perimelor al usual time and shall display the image of the
nssigred area (will side of gate front) on tha arsa mordor Lnder the control by operasor. in
cadge intrusaon detected by PIDS, the reares! camenas should immedinely funn o I inbhsion
jpcant b catch view and pop up on the alarm monior (o aler tho guand for aslenion.

Bul me stes nstalied Viorabon Sensors which are known o pul 100-1000 lnlsanuisanos
akarres / ke / cay actualy use CCTV cameras to check 2t each falsafmuisance alarm il 8 i Gise
or e, Even @ the vioration sensors successhully tigger alam at intnusion, the camenas may
mitss 10 calch intnades view becsuse fiv vitestion senaor do not locate wihin CCTV camara
peesel coverage S0m. For exnple CCTV Camevas nserisced wih 4 vibealion cabile having
localion nocurncy <50m wil succeed fo catch infrader view S0P messing the resl 50% (50
dend rone). I order bo catch full prood indnuder view, B B nocessaty B0 have baeo manest
camaras tum B the inknsion incabon delecled which requines the oparaioe o Bnd intnodes
image cut of ane of wo camens views.

With the CCTV camenes meraced with FOMGuard, the operaior does nal have 1o take fme in
fnciing the intruder soana bocause ho Sees only one winy willh The inftrdes imagea
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Benefits by FOMGuard

*Perfect Perimeter Protection with minimal
sacurity guards
The chance of Intrusion detection by human
security guards has been recorded as 42%.
Throughout fhe 1970s. there were 21 intrusions
by Morth Korean commandoes along the 155
mile bordering and, only 9 oul of 21 intrugions
cutling through fence mesh below Tm were
detected by the security guards which were
placed about 100m apart. Al 2:00 am on July 8,
2001 two intruders knocked down two security
guards ol an army site al Yeoung Cheon in
Korea and robbed an M16 rifle, At 300 am on
February 25, 2002 a similar incident occurred
where two intruders attacked two secunty guards
with knite at a Seow Defense Site and robbed
Mi6 rfles again. Such incidents illustrate that
inruders can nol be efleclively delecled by
human eyes and ears. On Mar, 16, 2001, a
Russian airplane landed at Istanbul Airport in
Turkey was hijacked by Chechen infruders
through a fence.
FOMGuard shall enhance detection raliability
upto 100% from 40% with aboul 10%: cost of
security by manpower.
» Reduce Fence Cost
Intrusion can be made by cutting through a fence
mesh in only a couple of minutes or climbing
over & fence in a few seconds. Steel fances or
thick walls are 1o be replaced by a thin fence with
FOM 1o reduce the cost of the fence while
enhancing secunty, Grooved Rods fwed with
FOM provide betler anti-gigging prolection than
concrete basements and reduce costs. Standing-
free FOM shall save fence the cost ol the fence
compared to FOM lo the existing fence.
Other systems such as vibration cable sensors
attached fo lence mesh do neither reduce the
cosl ol the fence nor suil with sianding-free
instaliation.
* Reduce CCTV Cost
Location accuracy within £+ 15m i5 necessary
because human eyes as wall as CCTV Cameras
have visible range of 30m fypically. I PIDS is
unable 1o pinpaint an infrusion localion, CCTV
Cameras interfaced with the PIDS  should
typically be placed every 200m which is double
of the 100m und sensing zone. CCTV Camera
installation spacing can be extended uplo 400m
when interfaced with FOMGuard, which enables
CCTV Cameras to be pul al selected lkocation
with direct ling-ol-sight so that the cameras fum
W aim exactly at the intrusion spot upon
reception of fhe accurate data from Ihe ACS of
FOMGuard system. It may reduce the number of
the cameras and cosl.
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' Comparison of Various PIDS Performances |

Products

Features

Sensing Mode

Sensing and

Location
performance

Vulnerability to

Effects

Maintenance

IRMMW/EH Field
Sensors

= E-fid

+ H-fiald

= lpaky RF Cablo
= |R Sensor

{
:
i

= Spvare lalse alam
due 1o wind, snow,
rain, haze,
lightening

« Limited by harsh
ground condition

+ Aflected by near-by
rass, mees,
PRASSErers, Cars,
powdr Bnes

« Froquency and
sangisivity

wiathar changa

« Prolected area

Vibration Cable
Sensors

+ Conx Cabla

= FO Cable

= Shock Sensors
« Elaciric Cable

= Microphord

* Pressure sensor

Sense vibration due 1o
cutting or clrmbing

Sense nomal spaod
cutting of clmbing
100-30m zona

« sion! cutting
. ﬂmwulngfuhﬁ_:ing

« Intnusion m wind

= Spvare lalse alarm
due to wind and
tomperatung change
= lmmiine 10 erain
condition

« Affected by grass,
Iroes, PRESEmpS,
cam, power lings

= Frequency and
sensitiily
adjusiments upon
weather change

 Riggd brick wall

| Taul Wire Sensors

= Severe false alarm by
rain, stoem, frozen
ground, tension
changa al high tarmg,

-Dama?ed by
lighiening

» Mot applicabla o
harsh lerain conditon

» Alfected by truck,
ainpland

« Tonsion/sengilhity
adjustments upon
temparature and wind
wanalion,

+Large man power ko
Install

* Losge mnsdenance

« Mot fit to existing
fances, neod
separala posis and
space

= Concrete surtace

| «Fial riged base

Other Fiber Optic mesh
system

By moniiorng Opbcal
transmission, Fiber Optic
mesh sences cutfing and
1o Fiber Opbe loop sences
pulling respoctivaly

Sensa culling and
chimbing and locate 100m
Foni

= panatration atter
opening the cross over
bastton by nippar and
punch

= erawding after
separating mash bollom
fixture bolts 1o lence

= Limtesd b0 chain mash
fence only
+ Kot fit 10 wall, gate and
guard post

200540 Fibertron Co, Lol Copyright reserved

FOMGuard

By monitoring Optical scho
from e inbrusion spol,
sance and locabe cling or
puling selectively

Sense and locale cutling or
puling with 10m accuracy
within zone of 250m
typecalty.

Prenvent any defeat attampls

= Immune 1o all weathar
candifion becausea ol
" Py r
mathad and no elecirons
equiperment ouidoors.
= Mot affected by ground
conditions and
surrounding conditions
« Bottom portion may
requing chickan net
covening against small
animal atacks

= semi-OTDR

= partial replacamont aasy
+ goly seasonal check
necessany

= Fit to may types of
oxisting lences

= gtanding -fres FOM fence

= Fit 10 gale, around paos!
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® Site Questionnaire to propose FOMGuard
and CCTV

1. Site lay-outl map showing pesimeter shape, length, gate, quard
past, MCC (Main Control Centar) atc.

2. Length and kocation of undenground ducts betwean fance and
MCC and of undarground duct all around the fence,

3. Fence Type and dimension;

a) ks FOM 1o be installed to an existing lence? I yes, provide he
fence type, dimension and post intorval, drawing and photo,

b In the parimetar with no exisfing fence, fissily consider
Standng-freo FOM fence for the maximum cost-afectveness.
To delay intrusion by encugh time tor the security guands 10
roiech the intnusion spot, put additional eoncarting rolls. inside
tha FOM.

4. Choose the required height of FOM among exampies;

a) Tm FOM over a wall 1o detect someons climbing over the wall.

b} 3m FOM to 2.3m haight steel fence to detect ponetration and
climbing owar

¢} 3.3m FOM to 2.3m height stoel lonce 1o detect penetration
and chmbing over using a laddar

5, What is the fence base? (Concrate, Sola, Sand or Rock)

a) Choosa the required anti-digging measwies in case axcapt
canchebe,

b} FOM bottom fixed 1o 80 om Grooved Rods at 30cm spacing in
soll basa

£} FOM botiom fixed to the top of and BFOSC (Bured Fibar
Optic Sensor Cable) lixed 1o the middle of 120cm Groowved
Reds at 25om spacing in sand basa.

o) Weave FOSC batwean FOM bottom and rock base

&. What is the kength of each underground duct batwean fence and
MCC?

7. The working conditions along the perimater such as road or
gecmiry,

8, Are the gates 10 be protected by FOM or crossad by weroless
sensors (IR Sensors or Microwave Sensors) which are
connected and controlled by ACS also?

9. Does the site want 1o install CCTV Cameras nledaced
FOMGuard? Il yes, does the site plan 1o install security lightings
around tha fenca or does the site plan not to install security
lighilings try choosing CCTV Camaras with saarch lights?

10. Any special cusiomes requisements regarding the operational

performances?

11. Mame of site and location

12. Expected date of contract:

13. Expected dale of operation stan:



